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Introduction
Why yet another book on the governance of information security?
Information security (IS) has become a major issue for businesses and communities
in the context of digital transformation, business model changes, cyber threats, and
compliance requirements. IS is on the agenda of decision-makers and is no longer
considered solely a technical discipline. It has benefited in recent years from numerous recommendations regarding the importance of good governance. But governing IS is not easy for boards of directors and senior officials, and many of their
questions remain unanswered. How can the adequacy of IS be evaluated considering the real needs of the company? How can different initiatives and investments
be prioritized? How can the complex world of security controls be understood? And
finally, what questions should management ask their security officer, and what are
their respective duties in the context of governance?
Security officers are aware of the importance of governance and the role it must
play in bringing operations and strategies closer together. Their duties today go
beyond fighting cyber threats and repeated incidents with limited resources. They
must become a major player in the development of their company in this new context and promote a new kind of security as a partner in the value chain. But dealing
with strategic aspects while ensuring operations is an impossible mission without
senior officials’ support, involvement, and understanding of security issues.
This book helps fill the gap. Starting from a hierarchical approach with the
division of IS governance and management activities into three levels (strategic,
tactical, and operational), it becomes easier to understand the areas of responsibility
of each one. Such a framework offers a reading grid that focuses immediately on the
main areas of governance and asks the right questions.
The standards, such as International Organization for Standardization (ISO),
National Institute of Standards and Technology (NIST), Control Objectives
for Information and Related Technology (CobIT), Information Technology
Infrastructure Library (ITIL), and others, note the good practices of IS management and governance and propose in particular controls or measures of protection
that should be put in place, but with no advice as to how to implement them. This
xiii
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book fills this gap too. Based on modeling controls at three levels, the main areas
of IS governance and management activities are grouped together, and then, their
tools and methodical approaches are presented.
The following are major problems of security governance:
Responsibility : IS can no longer be delegated entirely to information technology (IT) services. Business leaders have become involved, not only because
of cybersecurity threats, the theft of confidential data, or high operational
costs, but also because of regulatory requirements. IS must therefore be properly managed, its contribution to the company measured, its accountabilities
defined, and its cost maintained under control.
Positioning : Security must contribute to the strategic development of the company and its businesses. Yet, despite an awareness of the need for good governance, reality is often quite different: weak strategic alignment with business
objectives, disinterested management, lack of risk-based investment decisions,
and hasty implementation of technical solutions without further expectations
from the return on investment.
Comprehension : Even though standards such as ISO 2700x note the requirements that a security management system must meet, they are not enough.
Decision-makers need to be able to visualize security and its components in
a more synthetic fashion, allowing them to ask the right questions and easily
assess the adequacy of the controls in place.
This book presents a framework for modeling the main activities of IS management and governance. This same model can be used for any security subdomain, such as cybersecurity, data protection, access rights management, business
continuity, and so on. It presents tools and examples allowing the various managers to take on their roles. Management and board members will find the elements to help them better understand IS, ask good questions, or require proper
reporting. Security managers will find the necessary tools to assume their role
and thus meet the needs of the company and its customers. The book is aimed
primarily at information security managers (chief security officer [CSO], chief
information security officer [CISO]), senior executives (chief executive officer
[CEO], chief operating officer [COO]), IT managers (chief information officer
[CIO]), chief risk officers (CRO), members of the board of directors, or any
other business manager or project manager involved in the governance or management of the security program. It answers “ How?” questions and is of interest
as a repository of tools and pragmatic methods that are complementary to the
standards. Many examples illustrate the concepts throughout the chapters that
follow.
This book is not an explanatory guide to the standards. Other books are dedicated
to them. It is not a technical reference either. It will not provide recommendations
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on the latest technologies or detailed explanations of the tools or operational controls to be implemented.

What is the structure of the book?
The book is divided into 12 chapters. Following are their summaries.
Chapter 1. Security Governance covers the principles and good practices of IS
governance and management. The difference between management and governance is noted along with the division of responsibilities. The main activities are presented for which tools are developed in the following chapters.
Chapter 2. Security Governance Control Framework proposes a three-level security control positioning concept called the three-level control framework
(TLCF): Strategic (governance), Tactical (management), and Operational
(technical measures). The first two levels consist of building blocks or key control activities: Strategy, Policies, Organization, Risk Management, Program
Management, Reporting, Asset Management, Compliance, and Metrics. The
characteristics and purpose of each of these blocks are presented. The focus
is on the usefulness of such a model, mapping this framework with the standards, including ISO 27001/2, and applying the framework to specific security domains such as cybersecurity or data privacy.
Chapter 3. Control Framework Use Cases presents examples of using TLCF as a
tool to self-assess governance practices. It is shown how this same framework
can be applied to different security domains and how to adapt it to the needs
of every company.
Chapter 4. Strategy is devoted to strategy development methods and tools as the
foundation of every security program. The following concepts are discussed
in detail: the security strategy and its content; the process and tools to define
a strategy aligned with business objectives; establishing and carrying out a
strategy development project; and ways to present and use the strategy in the
identification of security program improvement initiatives.
Chapter 5. Policies deals from a practical point of view with developing policies
and the internal regulatory framework for IS. After noting the objectives of
the internal regulatory framework, the chapter focuses on the different types
of documents that compose it, the structure and content of policies, and the
process of developing policies and documentation frameworks.
Chapter 6. Organization describes the principal functions, roles, and responsibilities that are part of an information security management system (ISMS).
Today’ s context requires changes in the responsibilities and profiles of
employees, security officers, and their teams. The most appropriate organizational structures are shown according to the characteristics of the company
and the positioning of IS.

xvi ◾

Introduction

Chapter 7. Risk Management deals with the management of security risks. Risk
mitigation is the raison d’ ê tre of every security program. It is therefore essential to be able to correctly identify, assess, and treat security risks. The methods and tools necessary for pragmatic and effective security risk management
are presented with the following topics: the risk management process with
practical recommendations; establishing the concept of risk management in a
company; risk identification, analysis, evaluation, and treatment methodologies; and the best approaches to risk communication and reporting.
Chapter 8. Program Management discusses core governance and management
activities. The management of the program must ensure an appropriate level
of security as well as the execution of initiatives to achieve set objectives.
Steering a security program or ISMS is the responsibility of the security officer but must be overseen by the governing body. Emphasis is placed on management methods and tools, how to elaborate a security program that meets
the needs of the business, essential tools in program management, and the
program review cycle. One of the vital tools in managing the program is the
catalog of controls, which is discussed, presenting some recommendations
and tools for its establishment.
Chapter 9. Security Metrics is devoted to the design and implementation of metrics and key point indicators (KPIs) that are used in the governance process.
Metrics are indicators to assess the posture (capacity) of IS, its return on
investment, or the security program’ s progress toward set objectives. Metrics
have always been a challenge for the CISO, because the legitimate need to
measure the effectiveness of investments is opposed by the difficult task of
finding reliable indicators. This chapter presents the main types of metrics
that can be used, along with tools or methods for their effective design.
Chapter 10. Reporting and Oversight addresses the topic of security communication for the needs of governance and for other stakeholders. The purpose of a
report is to present the state of security and its evolution based on key indicators. An approach is presented to establishing a reporting system that is able
to answer questions such as “ How is our security?” , “ What is its evolution?” ,
or “ Are our expenses justified?” It also serves as a reference for establishing
the objectives of the security program.
Chapter 11. Asset Management focuses on the management and protection of
corporate information assets. There can be no effective governance or pragmatic management of a security program without knowing what to protect.
This concerns not only data and their flows in the business processes but also
all the other media and means of accessing information, such as the network,
servers, or applications. This chapter presents methods and tools to effectively
manage all the information assets, including how to develop and use an asset
inventory.
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Chapter 12. Compliance presents tools to manage security’ s compliance with the
legal and regulatory framework. Knowing which legal and regulatory security framework applies to the business and how to comply with it is essential
for governance. The legal and regulatory framework includes all the laws or
regulations to which a company is bound by its activities. This chapter proposes an approach to creating a regulatory reference, compliance mapping,
and gap analysis. It also addresses the management of compliance projects.

How should this book be read?
The best way to gain a broad view of all the tools and methods that can be used
to govern and manage a security program is to read this book from beginning to
end. Nevertheless, it is designed so that chapters can be read independently of each
other. So, you can start with the topic that interests you the most and then go back
to the others later on. We recommend reading Chapters 2 and 3 and Chapters 9
and 10 in that order to benefit from some prerequisite concepts.
The content of this book is designed to be accessible to a wide audience and
immediately applicable in the governance and management of everyday security.
Our goal is to make complex topics more accessible and above all, to guide the
reader through the maze of security controls and benchmarks of good practices,
which are often tedious. The methods, tools, and examples presented should not
necessarily be reproduced per se. They are there to stimulate the creativity of security officers and the main actors in the governance process in their companies.

Chapter 1

Security Governance
As a vital resource in the digital economy, information must be protected.
Companies realize the importance of being able to ensure its availability, confidentiality, and integrity. However, technical security measures alone are no longer
sufficient. Senior managers are looking for ways to ensure a level of protection in
line with the needs of their company. They must also have better control of the
costs related to information security while remaining in compliance with legal and
regulatory frameworks.
Security governance must be enforced at all levels of an organization. But many
still do not understand quite what Security Governance is, what is its main objective and how it should be integrated within existing structures in an organization.
This chapter provides answers to the following questions:
◾◾
◾◾
◾◾
◾◾
◾◾
◾◾
◾◾
◾◾

What issues are behind information security in the global context?
What questions should senior officials ask about security governance?
What trends are we seeing today?
Exactly what does information security governance include?
How can inadequate security governance adversely affect a company?
How is good security governance recognized?
What is the difference between governance and management?
Is there any specific standard for information security governance?

What issues are behind information security in the global context?

1

2

◾

Information Security Governance: Framework and Toolset

1.1 Information Security Is Important for Business
Information exists nowadays in multiple formats; it is stored on different media
and exchanged through uncontrolled networks. Yet, it is a vital resource for the
economy and for everyday transactions. Companies must therefore ensure information’s availability (for its intended use), confidentiality (exploitable by those who are
authorized), integrity (protected against unauthorized changes), and authenticity.
Information security (IS) is currently making a serious contribution to business
development by ensuring not only reliable operations but also new opportunities for
qualitative differentiation. It is increasingly seen as a value creator or facilitator of
operations in new business models. Its added value includes providing reliable and
secure exchanges, ensuring secure data transfers, enabling remote protected access,
ensuring the availability of services, and offering the possibility of outsourcing processes in a controlled and secure manner. More traditionally, it protects a company’s
know-how and reputation, reduces operational risks, and ensures compliance with
legal and regulatory frameworks. It is no longer considered a technical discipline
that can be delegated to specialized services. Security is becoming an increasing
matter of concern for top executives and is being supervised more and more at
the highest level of company responsibility. This is not only required by laws and
regulations but is also a reality in many companies anxious to improve cost controls
and the return on their investment in protection systems. It is no longer an ancillary activity, as companies seek to optimize investments and ensure the adequacy
of deployed IS measures. Management and the board of directors are additionally
involved in developing IS objectives and supervising its added value to business
objectives. Whether they are customers, partners, suppliers, employees, or shareholders, all stakeholders are concerned about security issues.

What should senior officials know about security governance?
Executives and board members must therefore be better acquainted with IS
issues so that they can fully assume their new responsibilities. If they do not have
answers to the following questions or if the answer is “no”, then there is a real need
to review the practices of IS governance within the organization:
◾◾ Is the board regularly informed about IS risks and measures taken?
◾◾ Are management or line managers involved in strategic decisions concerning
the development of IS?
◾◾ Who defines IS strategy, policies, and guidelines?
◾◾ Who is responsible for data protection and associated measures?
◾◾ Do we know which business processes are threatened by high IS risks and
whether anything is being done to mitigate them?
◾◾ Where is confidential data stored and how is it processed? Who is accountable for data privacy protection?

Security Governance
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◾◾ Is our IS adapted to the real needs of the business?
◾◾ Are business units members of committees that decide about IS measures
concerning their operations?
◾◾ Do our know whether IS expenses are justified and what is their return on
investment?
If it can be shown that security plays a part in attaining strategic objectives and
reducing the risks involved, then it can benefit from senior executives’ attention and
take its place as a link in the value chain. Security is essential, but the question is
what level of maturity is needed: in other words, how much and what level of IS are
enough? Its contribution margin, and especially its cost, must therefore be measurable.
However, this cannot be achieved unless the board of directors and management are
involved in setting objectives and monitoring the deliverables of the security program.

What trends are we seeing today?
Several studies have highlighted a positive evolution in management’s awareness
of the importance of IS. However, it is still noted that technical means are often
deployed in a disorganized manner, in successive layers, to overcome visible threats.
Boards and management are not involved or are unable to understand the real issues
behind IS, and thus, they delegate this task to bodies with little decision-making
power and therefore, few means to act. The return on IS investments is not evaluated systematically. Priority is being given to technical solutions without making the
necessary organizational adjustments. Roles and responsibilities are often not well
defined, resources are lacking, decisions are not made, objectives and information
architectures are not clearly established, and this results in loss of energy, increased
costs, and a sense of frustration by both management and the teams responsible
for deploying protective measures. This, in turn, causes misunderstanding on the
part of the governing bodies, which do not have sufficient visibility regarding the
adequacy of the measures and the costs related to real risks, leading to a race to find
technical solutions to counter visible threats, but without any real means of control.
The following observations may characterize many companies that have
neglected the importance of governance in the field of IS:
◾◾ Lack of awareness of IS strategy and its degree of alignment with business
strategies.
◾◾ Ignorance of the problems and concerns of the IS by senior executives.
◾◾ Lack of a formal evaluation process for IS performance or return on security
investments (ROSI).
◾◾ Priority is often given to technical solutions without adjusting organizational
structures.
◾◾ Lack of manager involvement in the prioritization of risk treatments.
◾◾ Lack of architectural design requirements for IS.

4

◾

Information Security Governance: Framework and Toolset

According to PwC (The Global State of Information Security® Survey 2018)
[Source: PwC, CIO and CSO, The Global State of Information Security®
Survey 2018, October 18, 2017]: “Most corporate boards are not proactively
shaping their companies’ security strategies or investment plans. Only 44%
of respondents say their corporate boards actively participate in their companies’ overall security strategy”. The implication of the board in overall security is estimated as follows: 45% in the security budget, 44% in the overall
security strategy, 39% in security policies, 36% in security technologies, and
1% in the review of current security and privacy risks.
According to EY’s 19th Global Information Security Survey 2016–
2017 [EY - 19th Global Information Security Survey 2016-2017], 73% of
companies are concerned about poor user awareness and behavior around
mobile devices, 86% say their cybersecurity function does not fully meet
their organization’s needs, and 86% of respondents say they need up to 50%
more budget.

These observations lead us to believe that many companies have yet to establish
real IS governance. There are many reasons behind this; our goal is not to list them
but rather, to propose tools to facilitate the implementation of a governance process
adapted to the realities of each company. But, first, let’s take a closer look at governance and management activities to better understand what we are talking about
and why it is important.

What does information security governance mean?

1.2 Information Security Governance
Security governance is an integral part of corporate governance. Remember that
there is no single or commonly accepted definition of the term governance. It can
be summarized as a set of activities and responsibilities aimed at achieving the
objectives that a company has set by satisfying the needs of all stakeholders. From
this point of view, we can obviously conclude that the same principles of governance can be applied to any other functional unit of a company, business line, or
geographical unit. Consequently, we can talk about the governance of information
systems and the governance of a specific sector of a company or of a subsidiary.
IS and its governance system are therefore an integral part of a company’s global
governance system.

Security Governance

◾

5

According to Control Objectives for Information and Related Technology
(CobIT) 5, A Business Framework for the Governance and Management of
Enterprise IT (Chapter 6), governance could be defined as follows:
Governance ensures that stakeholder needs, conditions and options are
evaluated to determine balanced, agreed-on enterprise objectives to be
achieved; setting direction through prioritization and decision making;
and monitoring performance and compliance against agreed-on direction and objectives.
It should be noted at this stage that for a company to benefit from appropriate governance, the board of directors and management need to adopt a
strategy or define company objectives to involve all levels of responsibility,
whether in the decision-making process or in conducting operations. In fact,
governance is not just about the choices and decisions of the board of directors. It affects all levels of the hierarchy, allowing a company to make decisions
quickly and apply them in business operations. Governance processes therefore
traverse all company activities and spread at all levels, from strategic decisions
at the top of the hierarchy to operations, going in both directions. Governance
encompasses managerial conduct, decision-making structures, and processes
that drive a business.
As with corporate governance, there are several definitions of IS governance.
We will mention one here that we think is important because it stresses the mandatory nature of security governance:
Information Security Governance is the process of directing and controlling an organization to establish and sustain a culture of security
in the organization’s conduct (beliefs, behaviors, capabilities, and
actions), treating adequate security as a non-negotiable requirement
of being in business. [“Governing for Enterprise Security (GES)
Implementation Guide”, Jody R. Westby, Julia H. Allen, SEI Carnegie
Mellon University 2007]
Therefore, IS governance should be seen not as ancillary or an activity isolated
from the rest of the company, but as an essential part of overall governance to preserve assets and mitigate risks. Stakeholders should look at security as a set of measures needed by the company to properly pursue its activities. This is not just a
matter of skills, technologies, solutions, or plans and procedures; it must be a business objective and a permanent concern for every employee.

6

◾

Information Security Governance: Framework and Toolset

According to the Information Security Institute, Guidance for Information
Security Managers, ITGI 2008, security governance must contribute to the following five objectives:
1. Strategic alignment of information security with business strategy to support
organizational objectives.
2. Effective risk management by executing appropriate measures to manage and
mitigate risks and reduce potential impacts on information resources to an
acceptable level.
3. Value delivery by optimizing information security investments in support of
organizational objectives.
4. Resource management by using information security knowledge and infrastructure efficiently and effectively.
5. Performance measurement by measuring, monitoring and reporting information security governance metrics to ensure achievement of organizational
objectives.
The involvement and commitment of all the executives in a defined security
program is obviously a sine qua non for a company to benefit from security tailored to its needs. So, the real question is how to manage IS issues by means of
an appropriate organization and a governance system that meets its needs. IS can
no longer be reduced to a mere set of technical measures. Security measures must
be integrated into business processes, rely on a defined program, and be in compliance with legal and regulatory frameworks. This is not only good practice but
also a requirement for company management, who are responsible for ensuring the
adequate protection of company values (Figure 1.1).

Board
Management

Governance:
1. Strategic alignment,

Business units

2. Effective risk management,
3. Value delivery,
4. Resource management

Operations

5. Performance measurement

Figure 1.1 The five axes of security governance.
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Complying with the requirements of the standards is not a guarantee of quality,
by the way. A company where security decisions are made at an inadequate hierarchical level, where policies and directives are not applicable, where responsibilities
are not exercised by persons with sufficient power to act, cannot pretend to have
adequate governance and security. The following is a (nonexhaustive) list of examples of practices characteristic of inefficient or inappropriate IS governance:
◾◾ Responsibility for deploying IS measures or controls is concentrated in a single department.
◾◾ Business line managers consider IS to be the exclusive responsibility of the
chief information security officer (CISO)/chief information officer (CIO),
and it is up to them to ensure the right level of protection.
◾◾ The board of directors does not get involved in strategic IS decisions and delegates this responsibility, considering itself not qualified to give an opinion.
◾◾ The IS officer does not have the means to ensure the adequacy and application
of security policies and directives.
◾◾ Business initiatives and projects for change are not assessed to ensure their
compliance with the security strategy or to identify security risks.
◾◾ The board of directors does not have reports on the state of IS, its adequacy,
and the effectiveness of the measures in place. It cannot evaluate the added
value of security for the business.
◾◾ The security officers feels that they are neither listened to nor supported
by their superiors. Their prerogatives are reduced to actions to combat new
threats or restore the situation after repeated incidents.
◾◾ And so on.
Poor involvement by governing bodies in IS issues is a reflection of inadequate
governance. The availability of efficient technical teams and sophisticated tools
alone is not enough to ensure long-term protection. IS measures cannot be deployed
without integrating them into business operations, without empowering all the
employees, and without getting support from business unit managers. Without
senior management support, the CISOs or senior information security executives
and their teams will continue to fight visible threats with limited resources without
being able to adopt a holistic and more proactive approach.

How can inadequate security governance adversely affect a company?
Finally, how can inadequate security governance affect corporate objectives?
Senior executives need to ask themselves this question even if they think they are
not concerned by IS. Table 1.1 summarizes some of the possible negative impacts on
business objectives in the event of lack of adequate IS governance.
Governing well means considering adequate security to be a prerequisite for
company prosperity. If IS objectives are not defined, sufficient resources cannot be
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Table 1.1 Negative Impacts on Business Objectives in the Event of Lack of
Adequate IS Governance
Business Objective

Possible Negative Impact in Case of Inadequate
Security Governance

Developing a new business
model

Inadequate level of protection required by
operations

Protecting the company’s
reputation

Adverse opinion of customers aware of the
importance of security for transaction and
data privacy

Compliance with legal and
regulatory frameworks

Exposure to fines and loss of customers’ and
partners’ confidence

Preserving the company’s
culture and value

Loss of security awareness and risk increase

Cost containment

Loss of control over security-related costs

Alignment of security
measures with business
needs

Inadequacy of implemented measures (too
much or too little)

Operational risk
management

Loss of control over security risks that may
impact operations

allocated. Under these conditions, the desired level of protection cannot be achieved,
measured, or supported. A certain level of maturity in governance requires that
IS be directed by leaders with sufficient power and authority, including decisionmaking, accountability, and allocating the necessary resources. In such an environment, security can contribute to company objectives by strategically aligning with
the business, implementing adequate measures (controls) to maintain asset-associated risks at an acceptable level, and managing the allocated resources effectively.

How is good security governance recognized?
Effective security governance has the following characteristics:
◾◾ The whole company is involved: The assets to be protected are known, and the
level of security is defined. IS is considered indispensable by business units.
Security measures support business operations.
◾◾ Responsibilities are defined: The board and management are involved in the
security program decision-making process. Business unit managers validate

